A generalised probabilistic framework is proposed for reliability assessment and uncertainty quantification under a lack of data. The developed computational tool allows the effect of epistemic uncertainty to be quantified and has been applied to assess the reliability of an electronic circuit and a power transmission network. The strength and weakness of the proposed approach are illustrated by comparison to traditional probabilistic approaches. In the presence of both aleatory and epistemic uncertainty, classic probabilistic approaches may lead to misleading conclusions and a false sense of confidence which may not fully represent the quality of the available information. In contrast, generalised probabilistic approaches are versatile and powerful when linked to a computational tool that permits their applicability to realistic engineering problems.
Introduction 1
Nowadays it is generally well accepted that estimating the effect of uncertainty is 2 a necessity, e.g. due to variation in parameters, operational conditions and in the mod-3 elling and simulations [1, 2] . In practical applications, situations are common where 4 the analyst has to deal with poor quality data, few available specimens or inconsistent [4]. In these cases, the amount of data will be scarce due to economic and time con-8 straints and in several cases, expert elicitation (i.e. the best estimate of an expert) may 9 be the only viable way of carrying on with the analysis [5].
10
As a consequence, strong assumptions may be needed to apply classical probabilistic 11 methods given poor information quality, which can lead to erroneous reliability esti-12 mations and a false sense of confidence [6] . Generalised approaches, which fit in the 13 framework of imprecise probability [6] , are powerful methodologies for dealing with 14 imprecise information and lack of data. These methodologies can be coupled to tradi-15 tional probabilistic approaches in order to give a different prospective on the results, 16 whilst avoiding the inclusion of unjustified assumptions and enhancing the overall ro- 17 bustness of the analysis. Generalised methods are rarely used in practice and this is 18 probably due to lack of proper guidance, simulation tools, as well as some misconcep- An original throughout analysis of the applicability of different methodologies to 23 deal with different level of imprecision is presented. In addition, this paper presents 24 a novel computational framework for generalised probabilistic analysis that can be 25 adopted to deal with low quality data, few available samples and inconsistent informa-26 tion. Efficient and generally applicable computational strategies have been developed 27 and implemented into OpenCossan [7] . The proposed framework is applied to assess The rest of the paper is structured as follows: Section 2, presents the mathematical 42 framework. In Section 3, a synthetic overview of the numerical framework and the 43 proposed approach is proposed. The NAFEMS reliability problem is described and 44 solved in Section 4. A lack of data problem for power network reliability estimation 45 is solved in Section 5. A discussion on the limitations of the different approaches is 46 presented in Section 6 and Section 7 closes the paper. The Dempster-Shafer (DS) theory is a well-suited framework to represent both 69 aleatory and epistemic uncertainty. The difference between the axioms of classical 70 probability theory and the DS theory is that the latter slacken the strict assumption of a continuous equivalents of DS structures are the so-called probability boxes or P-boxes.
80
Mathematically, a P-box is a pair of lower and upper cumulative distribution functions
and Ω is a classical probability space. The upper and lower bounds for the CDFs are 83 F X = P (X ≤ x) and F X = P (X ≤ x), respectively. Note that the probability distri-84 bution family associated with the random variable x can be either specified or not speci-85 fied. The former are generally named distributional P-boxes, or parametric P-boxes, the 86 latter are named distribution-free P-boxes, or non-parametric P-boxes [13] . The wider 87 the distance between the upper and the lower bound is, the higher the incertitude asso-88 ciated to the random variable. P-boxes and DS structures offer a straightforward way 89 to deal with multiple and overlapping intervals, inconsistent sources of information 90 and small sample sizes. The drawback is that the computational cost of propagating 91 P-boxes and DS structures through the system is generally quite high, especially for a 92 large number of intervals (i.e. focal elements) and time-consuming models. agation algorithms (adopted as presented in Figure 1 ).
118
The double loop MC is presented by Figure 1-( form of the associated CDF F X k |θj (x), which depends on the epistemic realization θ j .
127
The cumulative distribution F Y |θj (y) of the reliability performance y can be used to 128 compute P f,j , which is the system failure probability given the epistemic realization j.
129
The probability results of the inner loop are not to be averaged over the outer loop but 130 only collected. Then the minimum and maximum can be selected to obtain bounds on 131 the quantity of interest [19] . completeness. The transfer function of the system is defined as:
Depending on the values of R, L and C, the system may be classified as under-damped
175
(Z <1), critically damped (Z =1) or over-damped (Z >1) and having different solu-
176
tions as detailed below. 
177
, the damping factor is Z = 
181
In this case study, the main goals consist in qualifying the value of information and 182 evaluating the reliability of the system with respect to three requirements:
where t r is the voltage rise time, i.e. the time required to increase V c from 0 to 90% of 184 the input voltage, and it has to be less than or equal 8 ms. 
207
Due to the considerations made, the two cases are presented and solved together.
208
Probabilistic Approach
209
In the CASE-A the intervals were propagated using a single loop Monte Carlo by 210 assuming a uniform distribution within the bounds on R, L and C, which is an assump- tions of CASE-A, failure probabilities have been estimated using 10 7 samples and are 214 P V c10 =0.243, P tr =0.345 and P Z =0.031. The probability of failure for requirement 215 one is lower than the probability of failure for requirement two. 
where the probability mass m 1 is equal one. For CASE-B, each DS structure is defined as:
where [X i , X i ] represents the i th interval source for one of the parameters (R, L or 225 C) and m i is the associated probability mass. The CASE-B degenerate to the CASE-
226
A if the probability mass m 2 and m 3 are set equal to zero. It was not possible here used to create probability boxes for the system performances V c (8ms), V c (10ms) and
233
Z and the corresponding failure probabilities obtained.
234
Applying the procedure to the CASE-A, the resulting P-boxes give no valuable infor- bounds are also presented in Table 3 and it can be noticed that the outputs have high The failure probability computed by adopting classical approaches always lays within 245 the bounds obtained using the Dempster-Shafer methodology, as shown in Figure 2 .
246
The maximum failure probability for the Z requirement is 0.069 (source 3), while the 247 to assume a random behaviour at all, and the imprecise information could be due to 252 different experts advising for different scale ranges to be analysed.
253
The computational time for CASE-B using classical Monte Carlo simulation was about 
300
The obtained P-boxes are propagated through the system. On the right plots of Fig-301 ure 4, the voltage at the 10 th ms, 8 th ms and damping factor P-boxes are presented, on the failure probability are quite wide, as already observed for CASE-A and CASE-
307
B. Nevertheless, the failure probability bounds appear to be narrower if compared to 
315
Using the same machine adopted for solving the previous cases, the classical proba- 
344

Generalised Probabilistic Approach
345
The parameters' uncertainty has been characterised using a set of n multiple inter-346 vals translated into DS structures. A probability mass function equal to 1/n has been 347 assigned to each interval (for normalization reasons) defining Dempster-Shafter struc-348 tures for the parameters, for instance the structure of R is ([R,
The three probabilities of failure lay within the interval [0,1]. In particular, the im- 
355
The selected base-case has truncation level T =10 and truncation bounds R n =6500 Ω,
356
L n =60 mH and C n =0.7µF. A total of 27 sensitivity cases are defined by selecting 9 The case study selected for the analysis is a 6-bus and 11-lines power transmission 369 network [22] . Figure 6 displays the network topology, nodes indices and load names.
370
The nodes 1-3 represent the generator buses while the nodes 4-6 are the demand buses.
371
To simplify the reliability assessment, loads correlation is neglected and grid stress is 372 increased. The reference loads L d4 , L d5 and L d6 and the decreased maximum power 373 capacity of the generators are reported in Figure 6 .
374
It is assumed that a lack of data is affecting the failure rate of the transmission lines.
375
This is a common situation for highly reliable components for which at best only a few 
378
This procedure is named "data pooling" and assumes that the behaviour of similar 379 components can be described by the same probabilistic model. This is often a ratio- 
386
The transmission links in the system are assumed to be LGJ-300 and for this specific 387 line, an estimation of the failure rates (λ l ) for each link l is presented in [24] . The 
396
The Energy-not-Supplied (ENS) is a well-known reliability indicator for power grids 397 and is employed here to assess the network failure probability. The power network is Carlo is employed to propagate 10 4 independent realisations of the power grid history.
412
In each MC run, failures can randomly occur according to the line failure probabil- ure 7. It can be used to obtain the probability of failure for the network as follows:
417
The imprecise information available for the failure rate has been propagated using a Figure 8 ). This because within the parameter cell ω : 
442
In this final application, the developed framework has been tested using a more com- 
473
The reliability assessments were affected by severe uncertainty when, if tackled using 474 classical probabilistic approaches, the analyst is forced to make unjustified assump- 
